











I 5 Getting into doors

The buttons on the front of your plusID device are
programmed by your Enrollment Administrator to
correspond to specific doorways.

1 Push the button that corresponds to the door that you
are approaching.

2  When the plusID’s green light blinks, swipe an enrolled
thumb down the fingerprint sensor to verify. A solid
green light indicates a successful verification. (A red
light indicates a failed verification, review the “How to

swipe”instructions and try again.)

3  With the solid green light still lit, hold Q}{
0» 5
-

your plusID at a 45 degree angle and
touch it to the reader at the doorway.

4  The reader will unlock the door to
allow entry.

5  Your plusID will automatically power off.
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I6 Logging on to a computer via USB

-k

Turn the computer on.

Insert the largest end of a mini-USB cable into the
computer’s USB port,and the smallest end into the USB
port at the base of the plusID device. (Avoid using a USB
port without its own power supply, such as on a keyboard
orinaUSB hub.)

If prompted, enter your personal identification number
(PIN). (If you did not select a unique PIN when your device
was issued, enter 1234.)

When the plusID’s green light blinks, swipe an enrolled
thumb down the fingerprint sensor to verify. A solid
green light indicates a successful verification. (A red light
indicates a failed verification, review the “How to swipe”
instructions and try again.)

Access to the computer is granted. Your plusID does not
need to be disconnected after logon.

For logon using plusID compatible third party Single Sign-on
Software (SSO), contact the software provider for instructions.

Your plusID can also be used for secure access to email and
the Internet.
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I 7 Logging on to a computer wirelessly

I Limited to the plusID 75 models only.

The plusID communicates wirelessly with your computer via
Bluetooth™.

Prior to First Logon: Pairing

Your plusID device must be “paired” (associated) with your
computer before it can be used for logon. This only occurs once
and requires the Privaris pairing software (provided by your
System Administrator).

1

2

(M)

Launch the pairing tool software on the computer that
you will be logging onto with your plusID device.

Connect your plusID device to the computer via USB.
(The device serial number will appear in the window of
the pairing tool.)

Select the plusID device to be paired.

When the plusID’s green light blinks, swipe an enrolled
thumb down the fingerprint sensor to verify. A successful
verification will display the Pairing Screen.

From the Pairing Screen, select the button(s) that will

be used for wireless logon. Each large white square
corresponds to one of the device’s four buttons. Already
assigned buttons are unavailable for pairing.
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I 8 Logging on to a computer wirelessly

(cont.)
6 Select"Ok’
7  Select”Close”to exit the pairing tool or select another

plusID device from the list for additional pairing.

For All Subsequent Logons:

5

Turn your computer on.

Power on your plusID by pushing the button assigned
to wireless logon.

If prompted, enter your personal identification number
(PIN). (If you did not select a unique PIN when your device
was issued, enter 1234.)

When the plusID’s green light blinks, swipe an enrolled
thumb down the fingerprint sensor to verify. A solid
green light indicates a successful verification. (A red light
indicates a failed verification, review the “How to swipe”
instructions and try again.)

Access to the computer is granted. Your plusID will power
off automatically.

Your plusID can also be used for secure access to email and
the Internet.
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I 9 Getting though a vehicle gate

! Limited to the plusID 90 models only.

The buttons on the front of your plusID device are programmed
by your Enrollment Administrator to correspond to specific
doorways and/or vehicle gates.

1

4

From within your vehicle, push the button on your plusID
device that corresponds to the vehicle gate you are
approaching.

I Typically there is no need to come to a complete stop
or roll down your window.

When the plusID’s green light blinks, swipe an enrolled
thumb down the fingerprint sensor to verify. A solid
green light and/or a single beep* indicates a successful
verification. (A red light and/or two beeps in a descending
tone indicate a failed verification. Review the “How to
swipe”instructions and try again.)

Access is granted. The plusID wirelessly communicates
with the gate to open it. If the sounder is activated, two
beeps (in an ascending tone) indicate that the device
has made successful contact with the gate.

Your plusID will automatically power off.

*The plusID’s sounder is turned on or off by your Enrollment
Administrator during device issuance
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I1O Getting though a vehicle gate (cont.)

Verification and Vehicle Speed

Based on the speed of travel and the plusID’s maximum
transmission range of 100 meters (328 feet)*, below is the amount
of time available to turn on your device and successfully verify
while approaching the gate:

At 10 miles per hour: 22 seconds to verify
At 15 miles per hour: 15 seconds to verify
At 20 miles per hour: 11 seconds to verify

*May vary by installation. Please check with your Enrollment
Administrator for actual range.
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IT' Button operation

Power On

Press any button that was programmed by your Enroliment
Administrator to operate an access point. All four lights

will appear for an instant and then blink green to request a
verification (fingerprint swipe). If a solid red light appears
instead of blinking green, the button was not programmed
for access.

Restart
With the device powered on, press any other button
(programmed to operate an access point) to restart the device.

Power Off

Press the same button used to turn on the device, or press any
button not programmed to operate an access point. All four
lights will blink four times as the device powers off. The device
will turn off automatically after a pre-determined number of
seconds (set by the Enrollment Administrator).
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I12 What the lights mean

Green, Yellow, ...appear all at once, for an instant.
Red and Blue  The device is powering on.

Green, Yellow, ...then solid red and device powers off.

Red and Blue Indicates a non-enrolled device. If device
is enrolled, indicates a button that is not
programmed for an access point.

Green, Yellow, ...blink four times.
Red and Blue  The device is powering off.

Blinking Green The device is requesting a verification
(fingerprint swipe).

Solid Yellow The fingerprint sensor is processing a
fingerprint scan.

Solid Green A successful verification.

Solid Red A failed verification, or a dead battery.
Blinking When disconnected from a computer,
Yellow indicates a low battery. The device needs

recharging. When connected to a computer,
indicates a low battery is being recharged,
and turns off to indicate a full charge.

Blinking Red  Battery level is critically low. Recharge device
immediately.
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I13 What the lights mean

Blinking Blue

Indicates device is connected via USB to a
power source other than a computer (a wall
or car outlet). If connected to a computer,
brief blinking blue indicates device is
attempting to establish a connection.

A continuously blinking blue light is also an
indication of a connection problem.

Solid Blue

Indicates device is successfully connected to
a computer, via USB or Bluetooth™.

Cycling Green,
Red, Yellow,
and Blue

The device's software is being upgraded. Wait
until the cycling stops before turning off or
unplugging the device from your computer.
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I14 Common swipe / sensor errors

Accidentally
touching the
sensor before
swiping

Do not touch fingerprint sensor before
swiping. It triggers the red light. Place finger
and swipe in one continuous motion.

Bending your
thumb during
aswipe

Always keep your thumb flat and level with
the device while swiping. Even a slightly bent
thumb lifts the central, most feature-rich
portion of the fingerprint off the sensor.

Not following

Do not stop swiping until the fingerprint

through sensor is clearly visible above your thumb.
Pressing too Do not squeeze the device nor lightly drag
hard or not your thumb over the sensor. Use medium
hard enough  pressure to make solid contact.

Starting a With your thumb hovering overtop the sensor,
swipe too high align the first knuckle with the sensor as the
or too low starting point for swiping.

Swiping too Use a moderate, steady speed.

fast or too

slow

! For a 60-second video showing proper swipe technique, visit
www.privaris.com/privarisplusidlow.wmv
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I15 Charging the battery

A full charge is good for approximately 1,000 uses/verifications.
plusID models that include an LCD have a battery charge
indicator (0 - 3 bars).

How to charge

Connecting to a computer is the preferred method of
charging. Insert the smallest end of the mini-USB cable
(packaged with device) into the base of the plusID and the
largest end into the computer’s USB port.

I A high power USB port is required for charging. Some hub
and keyboard USB ports are incapable of charging your plusID.

plusID can also be charged with some wall outlet or car
chargers that have a mini-USB connector output. Contact
Privaris for a list of approved chargers. Using an unapproved
charger can cause permanent damage and void the warranty
of a plusID device.

How long to charge

A blinking yellow light indicates a low battery and a blinking
red light indicates a critically low battery. Both require a
recharge of approximately 90 minutes. The yellow light blinks
while charging and turns off to indicate a full charge. If the
battery is fully depleted, it may need recharging for two hours
or more and may not power on during the first 20 - 30 minutes.

A dead battery has no affect on the data stored on your plusID.
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I16 Minimum system requirements

Computer logon via USB

e Microsoft Windows 2000, XP or Vista operating system

e USB port

e Mini-USB cable (packaged with plusID device)

e plusID device minidriver (provided with the plusID
Manager software and supplied by your System
Administrator)

e Microsoft CCID driver (supplied by your System
Administrator)

Wireless computer logon via Bluetooth™

e Microsoft Windows XP SP2 or Vista operating system

e Bluetooth™ device driver (provided with the plusiD
Manager software and supplied by your System
Administrator)

e Microsoft Bluetooth Stack (supplied by your System
Administrator)

e Bluetooth radio (check with your System Administrator
if you are unsure whether you have a Bluetooth radio)
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I17 Care and support

Care

Your plusID device is designed for use in normal
environmental conditions. Extended exposure to excessive
moisture or heat can affect its operation. Do not submerge
the device. It is not water resistant.

Support
e For answers to common questions regarding your plusID
device, visit www.privaris.com/library and select FAQs.
e For further assistance, contact the Enrollment
Administrator who issued your plusID device.

)i

This device may include copyrighted Privaris and third-party software stored

in semiconductor memories or other media. As such, certain exclusive rights
associated with that software are preserved for Privaris and third-party software
providers by various international and federal copyright laws. Accordingly, you
may not modify, reverse-engineer, distribute, or reproduce in any manner any
copyrighted software contained in the Privaris products, to the extent allowed
by law.

Additionally, the purchase of this device shall not be deemed to grant either
directly or by implication, estoppel, or otherwise, any license under the copyrights,
patents, or patent applications of Privaris or any third-party software provider,
except for the normal, non-exclusive, royalty-free license to use that arises

by operation of law in the sale of a product.
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Prove it’s You.™

www.privaris.com

© Copyright Privaris, Inc. 2008. All rights reserved. Privaris® is a registered trademark of Privaris, Inc.

in the United States. plusID™ is a trademark of Privaris, Inc.
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